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Secure and unify your network 
monitoring with Kybio Media 
EdgeBots
A complex Media network needs to be monitored efficiently regardless of the 
network topology or remote sites. Kybio Media is scalable and efficient within 
any network infrastructure and complexity thanks to EdgeBots.

A local software agent
EdgeBots are software agents available on Windows, Mac, and Linux that provide 
advanced local monitoring and management capabilities. They enable local data 
aggregation and processing for increased communication efficiency and maximal 
security against data loss during communication disruption between sites.

EdgeBots are the solution against difficult and time-consuming firewall configuration, 
used on remote locations it provides a secure and easy to install solution for a 
unified monitoring solution across all your sites.

How does it works
A remote EdgeBot retrieves and stores metrics, and locally evaluate alarm 
conditions. Only alarm starts and ends are sent to Kybio to be synchronized, 
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reducing dramatically the amount of data to be exchanged.

The connection between an EdgeBot and the KYBIO server is a Secure WebSocket 
(WSS) connection. It is initiated by the EdgeBot and is secured using industry 
standard's Transport Layer Security (TLS). This means that the data sent back and 
forth between the KYBIO Media server and the EdgeBot is not readable to someone 
capturing data packets. No additional modification in your firewall configuration is 
needed.

There is also no need to configure a VPN connection between the EdgeBot and 
KYBIO, all data goes through the Secure WebSocket (WSS) connection between the 
EdgeBot and the KYBIO server.

Keep your infrastructure safe

No open ports on remote networks
At Connect we know how it could be difficult to open ports in your firewall for many 
reasons. The first one is a security one, nobody wants to open a hole to the 
production network. The second one can be practical, would you like to spend hours 
choosing which port to redirect to the real unit in the network ? Ideally you want 
something effortless and without security breaches. 

That's what we are bringing to our customer with the combination of EdgeBots and 
Kybio Media. What you need from on remotes sites is an access to the main Kybio 
Server with standard HTTPS connection. Then the system is handling for you the 
bridge between both locations.

Local data retention
You might have think now "Why should I use this ? A VPN connection does the job 
too". More than just a remote connectivity - EdgeBots brings you robustness in your 
network monitoring infrastructure. 

EdgeBots embeds a database and keep the data locally until it is completely 
synchronized in the Kybio Media. No worries if the link is down between it and the 
main instance, as soon as the connection is up all data will be transferred. Now all 
the data will be transferred and displayed in your Kybio Media to give you the 
possibility to troubleshoot why this failure happen.

One link for many units and protocols
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Contribution and Distribution networks are very complex and sensitive. Operation 
and maintenance are not easy and in any case the monitoring should interfere with 
it. EdgeBots will help you to manage your monitoring stream between remote and 
the NOC as one and only one link will be used for communication of data.

As summary the EdgeBots provides you an easy and safe way to operate your 
monitoring in a remote infrastructure without the need of IT expert and a huge list of 
firewall rules. It increase reliability of your monitoring data with local retention in case 
of communication loss.

Decentralized Monitoring is the new 
standard
In this era of new technologies and intensive use of network in all industries, 
decentralized network as became a standard in business environments. In this 
section we will see the benefits of using EdgeBots in a decentralized network 
monitoring infrastructure.

Whats is a decentralized network ?
A decentralized network architecture use several machines to distribute the 
workloads instead of one central server to rely on. Each of these light computing unit 
are working independently and interacts with each other to build the full power of the 
application.

The results is an higher service availability across all the network and allows to the 
system to work in case of crashes of some nodes.

Notice that in decentralized network, all computation units are relying on the same 
database in the central server. 

In the case of Kybio Media, Edgebots are nodes of the central Kybio Media server to 
distribute the computation of the system in remote networks. All Edgebots are relying 
on the same database but use their own mechanism for local data retention and 
synchronization.

Benefits of decentralized monitoring architecture
One of the major advantages of using EdgeBots in a decentralized monitoring 
infrastructure in the no single point of failure. Each network - or part of the network - 
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is working independently to monitor the scope of it and no one of them is dependent 
of the other. 

In big and complex infrastructure, the decentralized monitoring architecture will give 
you more performance than a centralized one. By using nodes the computation 
power will be distributed around all probes freeing up some computation for analysis 
of your monitoring data in the main server.

Scalability of the system is also improved as it will be much more easy to add a node 
rather than increase the computation capacity of the main server. Using EdgeBots 
will allow to add effortless new networks to your monitoring while keeping a 100% 
availability on the main server and other nodes.

Keep the control on the bandwidth
With the help of EdgeBots in such a decentralized architecture each nodes can be 
throttle in terms of bandwidth. As said previously the connection between it and the 
main server is realtime and you can reduce the maximum bandwidth allowed for 
each node across the network depending of your needs - number of units, network 
criticality or simply bandwidth availability between both sites.

This configuration might be very important if you care about QoS and QoE inside 
your network and with addition of nodes inside your infrastructure.

Kybio Media SaaS offer
Kybio Media is available directly in the cloud. With this solution you will have a Kybio 
Media server running in the cloud that you will feed in data with EdgeBots wherever 
you'd like in the world.

Very easy to use, the SaaS Kybio Media is the same as we are providing on premise 
but the CONNECT team is handling all the server configuration and maintenance 
that gives you the ability to access all powerful user modules of Kybio in a minute.
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The SaaS offer is intended to be use in a decentralized network. Connect EdgeBots 
from your remote network and you are ready to go making the SaaS offer highly 
scalable to use with large network infrastructure.

Now you benefits from a cloud-based, scalable, effortless and performant monitoring 
system build on a highly reliable decentralized architecture.


